Privacy Preservation in Patient Information Exchange Systems
Based on Blockchain: System Design Study
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Table 1. Comparison of the decentralized (blockchain) and centralized (client—server) electronic medical record—sharing system.

Characteristics Decentralized system Centralized system
System-fault tolerance Strong Weak

Throughput Low High

Latency High Low

Data integrity High Medium

Trusted third party No Yes

Storage Distributed ledger Centralized database
Privacy preservation Strong Weak
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Table 5. Security levels required depending on the type of information contained in the electronic medical record.

Division and class Security level

Medical record

Medical information Private
Admission record Private
Prescription Private
Medical imaging (x-ray, magnetic resonance imaging, and computed tomography) Private

Clinical trial

Medical device Low

Medicine Low

Clinical observation Low

Omics (genomics) Low
Lifelog

Sensor data (weight, heart rate. and sleep pattern) Moderate
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Figure 3. Initial phase: the user registration process to participate in the blockchain network.
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