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Assessment of the fairness of privacy policies of mobile health apps
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igure 1. Flow diagram.
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Table 4. Selected apps.

App name Developer Rating  # Ratings # Downloads  App type Cancer type Label
(stars)
BECCA: Breast Cancer Support Breast Cancer Care 45 63 10,000+ g? Breast Appl
EmotionSpace cancer de mama Pfizer Inc 25 2 100+ S Breast App2
ChemoWave: For Cancer Patients  Treatment Technologies & 44 20 1000+ pM® General Appl
Insights
OWise Breast Cancer Px HealthCare BV 44 10 1000+ DM Breast App4
My Cancer Coach Genomic Health Inc 45 86 10,000+ DM General Apps
Breast Advocate Toliman Health 5 1 100+ DTI® Breast Appb
Breast Cancer Support MyHealthTeams 4.1 47 1000+ S Breast App7
KMBCN Kepharge 5 1 10+ DTI Breast App¥
Triple Negative Breast Cancer Kognito 5 2 100+ DTI Breast AppY
Breast Cancer: Others Like Me Eli Malki 0 0 5+ S Breast Appl0
Outcomes4Me Outcomes4Me Inc 3 5 100+ DTI Breast Appll
Boobytrapp: The Breast Cancer App  Boobytrapp 37 3 100+ S Breast Appl2
The BAPS App Wales The Orchard Media & Events 0 0 100+ DM Breast Appl3
Group Ltd
BELONG Beating Cancer Together BelongTail 4.7 1,151 100,000+ DM General Appl4
Diana F Hoffmann-La Roche 5 7 1000+ DM Breast Appl5
Got Boobs? Got Boobs 0 0 100+ S Breast Appl6
inKind Space PixelEdge 0 0 10+ S Breast Appl7
Cancer Surveillance GoMLV 37 21 1000+ DM General Appl8
Focalyx Lyx Health 48 6 50+ DM Prostate Appl9
Adrenal Cancer: Others Like Me Eli Malki 5 6 1000+ S Other App20
How Are You Today? PC Intelesant 0 0 100+ DM Prostate AppZl
Cancer.Net Mobile American Society of Clinical 4.2 227 10,000+ DM General App22
Oncology
TNM Cancer Staging International Atomic Energy 4.6 323 10,000+ DTI General AppZ3
Agency
Untire: Beating cancer fatigue Tired of Cancer BV 45 60 5000+ DM General AppZ4
Self-Care During Cancer NearSpace Inc 4.7 6 1000+ S General Appzs
CanDi: Cancer Diet App Faculty of Health Sciences 4.7 60 500+ DM General Appz6
JniSZA
CancerAid CancerAid PTY LTD 37 25 1000+ DM General App27
GRYT Health Cancer Community ~ GRYT Health 39 7 100+ S General AppZ8
Target Ovarian Cancer Symptoms ~ Brandwave Marketing 3.6 8 1000+ DM Other App29
Diary
Pancreatic Cancer Action: Symptom  Healthbit Ltd 5 3 100+ DM Other Appl0
Tracker
My Care Plan (cancer survivor) NearSpace Inc 4 4 1000+ DM General App?l
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Lable 5. Privacy scores

App name Label Data controller’s location Last update GDPR® aware  Score
BECCA: Breast Cancer Support Appl UKb 03/2019 No 76.9
EmotionSpace cincer de mama App2 Germany 05/2018 No 75
ChemoWave: For Cancer Patients App3 us*® 10/2018 No 53.6
OWise Breast Cancer App4 UK N/AY Yes 318
My Cancer Coach AppS uUs 02/2015 No 23.1
Breast Advocate App6 Unknown No privacy policy N/A 0
Breast Cancer Support App7 uUs 09/2019 Yes 78.6
KMBCN App8 Unknown No privacy policy N/A 0
Triple Negative Breast Cancer App9 us 02/2019 No 346
Breast Cancer: Others Like Me Appl0 Unknown No privacy policy N/A 0
Outcomes4Me Appll Unknown 1172018 No 346
Boobytrapp: The Breast Cancer App Appl2 Singapore 06/2018 No 29.2
The BAPS App Wales Appl3 UK N/A Yes 69.2
BELONG Beating Cancer Together Appl4 Israel 09/2018 Yes 75
Diana Appl5 Spain 10/2018 No 409
Got Boobs? Appl6 us 102018 No 269
inKind Space Appl7 uUs N/A No 25
Cancer Surveillance Appl8 Unknown N/A No 15
Focalyx Appl9 Unknown No privacy policy N/A 0
Adrenal Cancer: Others Like Me App20 Unknown No privacy policy N/A 0
How Are You Today? PC App2l Unknown No privacy policy N/A 0
Cancer.Net Mobile App22 us 07/2019 Yes 50
TNM Cancer Staging App23 Unknown No privacy policy N/A 0
Untire: Beating Cancer Fatigue App24 Netherlands N/A Yes 66.7
Self-Care During Cancer App25 us 03/2014 No 29.2
CanDi: Cancer Diet App App26 Unknown No privacy policy N/A 0
CancerAid App27 Australia N/A No 429
GRYT Health Cancer Community App28 uUs 12/2018 No 46.2
Target Ovarian Cancer Symptoms Diary App29 UK 04/2018 Yes 80.8
Pancreatic Cancer Action: Symptom Tracker App30 UK 06/2018 Yes 75
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Figure 2. Analysis of privacy policy presence.
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